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Introduction

In this project, we will create a private network for two virtual machines (VM1 and VM2) using Hyper-V. This will
allow them to communicate with each other but not with the physical host computer. We'll also assign static IP
addresses, test network connectivity using ping, and adjust firewall settings to ensure smooth communication.

Creating Private Virtual Switch

We begin by creating a private virtual switch in
Hyper-V. This type of switch allows virtual
machines to talk to each other without connecting
to the internet or the physical host. It’s like setting
up a separate, isolated network for just the VMs.

Adding VM1 on the switch

Next, we connect VM1 to the virtual switch. This
step links VML to the private network we created,
so it can later communicate with VM2.

Adding VM2 on the switch

Similarly, we connect VM2 to the same virtual
switch. Now both VMs are on the same network
and can potentially communicate.

Vinual Machine Connection

VM1 ARP IP Address

We then check VM1’s current IP address details.
This helps us understand how it is currently
connected and prepares us for assigning it a
proper static IP address.




Locating Network Adapter
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Changing VM1 IP Address to Static
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After changing the settings, we confirm VM1’s new
static IP address, ensuring it's properly assigned
and ready for network communication.
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VM2 ARP IP Address

We repeat the process on VM2 by first checking its
current IP address details to prepare for setting a
static address.




Changing VM2 IP Address to Static

Next, we run a PowerShell command called New-
NetIPAddress to assign a specific IP address and
gateway to the VM. This is just another way to set
a static IP using commands instead of menus.
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New Static Address for VM2

We verify VM2’s static IP is correctly
assigned, making sure it matches the same
network as VM1 (for example, both using
addresses like 192.168.1.x).

Setting Firewall Rule in VM2

Sometimes, Windows Firewall can block
network requests between the VMs. Here,
we create a rule to allow ping requests so
that VM1 and VM2 can communicate freely.
We use a PowerShell command called New-
NetFirewallRule to add a rule in VM2’s
firewall. This rule allows VM1 to send
network pings (ICMP) to VM2 without being
blocked.
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Ping VM2 with VM1

Now we test the connection by using the ping
command from VM1 to VM2. If successful, it shows
that the private network between the two VMs is
working.




Host Machine IP Address

We also note the IP address of the physical host
machine (your Windows 10 PC) to compare it with
the VMs’ addresses.

Pinging Host Machine with VM1

We try to ping the host machine from VM1. Since
we used a private switch, this ping will fail,
confirming that the VMs are isolated from the host.




4. Compare and explain the output from the above ping results.

When pinging between both VMs the packet that was sent was able to reach the intended computer
1stly because their on the same network and 2ndly | added firewall rules to allow pinging from
either devices whereas trying to ping the host machine it failed 1stly because they are on a separate
network because of the private switch | made earlier therefore it would be impossible to reach each
other and 2ndly because of firewall rules



